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WeComply! Guide for OneTrust

noyb

The following guide shall help controllers to become compliant with EU law when using OneTrust
as a Consent Management Plattform (CMP). Full compliance with the settings described within this

document will solve all issues that are withing the scope of noyb‘s draft complaint.

Please be aware, that:

* We have grouped certain issues into “violation types” (A to Z). Not all violation types may be
relevant for your website and/or OneTrust banners. Please check the violation types that are

listed in your draft complaint.

* You will need to save the new settings and publish them. As this step is the same for any

changes, these steps are described at the end of this document.

* There are many other settings that may lead to a violation of the GDPR and/or ePrivacy
Directive that are not within the scope of this document. We therefore encourage all controllers
to review all other settings as well.

We hope that this document will help you to fully comply with EU law and therefore make our
Draft Complaint irrelevant. Should you have further questions as to the technical setup, please

contact the OneTrust support.

The noyb legal team



Violation Type A: No ,,reject” option on the first layer
You can easily add a ,reject” option to your OneTrust cookie banner, which is unfortunately not
forseen in the standard settings:

1. Log in to the OneTrust Cookie Compliance Dashboard with your login details

2. Go to Setup (A) — Templates (B) — Choose the relevant Template (C)

COOKIE COMPLIANCE Temp|ates

@ Dashboards

F Websices

Template Name T Frameworks Current Version
B Mobile Apps

) OTT Apps

& Cookiepedia

Setup Wizard
on Rules
Templates B
Vendors
& Integration

Scripts

Button Set

Show Allow All Button

* Allow All Cookies Button

Accept

Show Cookie Settings Button

* Cookie Settings Button

Cookies Settings

When using the button in a web page to access the Cookie's Preference
Center

@ Display the same Button Text as in banner

(O show ather text

Show Reject All Button

* Reject All Button

Reject All

Show Close Button

Screen Reader Value (aria-label)

Cinca

4. Do not forget to save these settings and publish the updated script (see last page)



Violation Type B: Pre-Ticked Boxes on Second Layer

You can easily remove ,pre-ticked” boxes in your OneTrust setup.
1. Log in to the OneTrust Cookie Compliance Dashboard with your login details

2. Go to Geolocation Rules (A) — Choose a Rule (B)

3. Change the settings from ,Opt-out” to ,Opt-In“ (C)

Geolocation Rule Group Details
Geolocation Rules > test2

Draft

Geolocation Rules Assigned Domains
* Template test2
Pre-Ticked
Regions: EU « B
Consent Model: Custom
Default Category Name © Status Do Not Track @
Cookie Categories » Custom . -
Learn More
orm
Performance Cookies opt-out ]
Functional Cookies optout O
Targeting Cookies Opt-out ]
social Media Cookies opt-out O
Strictly Necessary Caokies © Notice only v [l
Behaviors Close Banner Accept All Cookies ©
on click O
Scroll

[

4. Do not forget to save these settings and publish the updated script (see last page)




Violation Type C: Deceptive Link Design

You can easily change the deceptive link design that OneTrust cookie banners unfortunately forsee
as a standard option:

1. Log in to the OneTrust Cookie Compliance Dashboard with your login details

2. Go to Setup (A) — Templates (B) — Choose the relevant Template (C)

COOKIE COMPLIANCE Temp|ates

@ Dashboards

F Websices

Template Name T Frameworks Current Version
B Mobile Apps

) OTT Apps

& Cookiepedia

Setup Wizard
on Rules
Templates B
Vendors
& Integration

Scripts

3. Go to Banner — Content (D) — Button Set (E) and switch Cookies Settings Button Style to

.Button® (F)

Button Set

Show Allow All Button

* Allow All Cookies Button

Accept

Show Cookie Settings Button

* Cookie Settings Button

Cookies Settings

When using the button in a web page to access the Cookie's Preference
Center

@ Display the same Button Text as in banner

(O show ather text

Show Reject All Button

Cookie Settings Button Style Link m
* Reject All Button
Reject All

Show Close Button

Screen Reader Value (aria-label)

Cinca

4. Do not forget to save these settings and publish the updated script (see last page)



Violation Type D and E: Deceptive Button Colors and Button Contrast

You can easily change any decepctive colors of the OneTrust cookie banner:

1. Log in to the OneTrust Cookie Compliance Dashboard with your login details

2. Go to Setup (A) — Templates (B) — Choose the relevant Template (C)

COOKIE COMPLIANCE Templates
@ Dashboards

= Websites
Template Name T Frameworks Current Version

& Mobile Apps

) OTTApps

& Cockiepedia

Categorizations

F Sewp A
Setup Wizard

Geolocation Rules

Templates B
Vendors

& Integration

Scripts

SDKs

3. GotoBanner — Styling_ (D) and choose _any set o f colors that do not lead the data subject
away from choosing the ,reject all* option.
Atention: These settings may be overridden by setting under Websites — URL — Branding

..... Upgrad

COOKIE COMPLIANCE Template Details Version 1

Templates > test2
@ Dashboards

Details Banner Preference Center Cookie List
—

B3 websites
ER

Layout >

3 OTT Apps

@ Cookiepedia styling « D Y

C Accept eject
e Pt Re) . #6CC0AA
Button Color
Setw
# sewp Button Text Color #FFFFFF
Setup Wizard
Text Color . #696969
Geolocation Rules
Background Color #FFFFFF
Templates « E
Link Text Color . #3860BE
Vendors .
Accordion Background N
Color #E9ESEY
D Integration Compliance is great! )
-~ Manage Preferences . FECCO4A By clicking “Accept All Cookies™, you agree to the storing of cookies s“d“i"
Seripes Button Color on your device to enhance site navigation, analyze site usage, and
Manage Preferences assist in our marketing efforts.
#FFFFFF
Text & Border Color

Custom CSS

4. Do not forget to save these settings and publish the updated script (see last page)



Violation Type H: Legitimate Interest Claimed

You can easily deactivate the alleged ,legitimate interest” option to your OneTrust cookie banner:

1. Log in to the OneTrust Cookie Compliance Dashboard with your login details

2. Go to Setup (A) — Templates (B) — Choose the relevant Template (C)

COOKIE COMPLIANCE Temp|ates

@ Dashboards

= Websites

Template Name T Frameworks Current Version

& Mobile Apps

D OTTApps

Cookicpedia
® P

Categorizations

F Sewp A
Setup Wizard

Geolocation Rules

Templates B
Vendors

& Integration

Scripts

SDKs

3. Go to Preference Cetner — Advanced Configuration (D) and deactivate .Allow | egitimate
Interest” (E

@ = OneTrust

COOKIE COMPLIANCE Template Details
Templates > GDPR Template

@
Details Banner Preference Center Cookie List

Layout >

o Please remember this user interface must adhere to all requirements of the IAB's Transparen
Styling > Framework. Click here for more details. &

Content >
Advanced Configuration « Dv
L— IIl iab, Develop and imprave pro... -

111 b, Use precise geolocation data
111 ik, Actively scan device characteristics for... -
11l ik, Ensure security, prevent fraud, and de... -

111 ik, Technically deliver ads or content

11l b, Match and combine offine data sourc... -

111 b, Link different devices

y-sentd

111 . Receive and use sutomatical

Allow Legitimate Interest @ o h E

4. Do not forget to save these settings and publish the updated script (see last page)



Violation Type I: Inaccurate Classification of Cookies

You can easily change the classification of cookies that are not really essential. Please be aware
that we have only checked a limited set of common cookies and you may need to review
more cookies than the ones named in the draft complaint.

1. Log in to the OneTrust Cookie Compliance Dashboard with your login details

2. Go to Categorizations (A) — Choose the relevant cookie (B)

Cookies SDKs Hosts Categories
—
O OTTApps All Cookies »
& Cookiepedia D Cookie Name Lifespan Hostname Default Category Description

Categorizations A —

# Sewp

Setup Wizard

O0o0ooDoooon

3. Go to Categorizations (C) — Change the seeting to the correct category (F)

Note: Statistics, advertisment and alike are not ,strictly necessary” within the meaning of Art 5(3) ePrivacy Directive.

I DC

COOKIE COMPLIANCE Cookie Details

Categorizations > Cookies > OptanonConsent
@ Dashl

Detalls Categorization «
—— c
noyb.eu

8

[] websites Manage

) OTT Apps Edit the categorization details of the cookie domain relationship by selecting
m one or more domains in the left panel. Click the Manage button to update
noyb.eu

@ Cookiepedia the cookie domain assignment.

*Select a category

D -  rnctona cookie -

* Select a party

Categorizations

First-Party Cookie v

4. Do not forget to save these settings and publish the updated script (see last page)



Violation Type K: Not as easy to withdraw as to give consent

You can easily add a ,withdraw® option to your OneTrust cookie banner:
1. Log in to the OneTrust Cookie Compliance Dashboard with your login details

2. Go to Setup (A) — Templates (B) — Choose the relevant Template (C)

Frameworks Current Version

Templates
Vendors
& Integration
Scripts

SDKs

3. Go to Preference Center — Content (D) — Button Set (E) and activate ,Enable persistent
Cookie Settings hover button® (F)

Button Set

Allow All
Show Consent Status Labels
* Consent Active Label
Active
* Consent Inactive Label
Inactive
Show Reject All Button
* Reject All Button
Reject All
* Confirm Button
Confirm My Choices
Show Close Button
* Screen Reader Value (aria-label)

Close

Back Button
Back

Enable persistent Cookie Settings hover button @

Creates a floating button which can be used to access your preference center v

o QD

4. Do not forget to save these settings and publish the updated script (see last
page)



5. According to OneTrust, the withdrawal button icon is customizable. For
example, you may select to use a "cookie" icon instead of a "shield" icon. You
can update the persistent Cookie Settings hover button to feature a cookie icon
by entering CSS into the Custom CSS field in the 'Preference Center Styles'
section in your account.
Follow the instructions in OneTrust's article 'Customizing the Preference Center
Template':

https://my.onetrust.com/s/article/UUID-8a1fff4c-95c6-

bebf-4369-228aa86283c6

Publish the changed script and report the changes on WeComply.noyb.eu

Once you have changed the settings, you must publish them. Go to Scripts (A) and follow
the instructions on the screen until you have clicked ,Publish Production® (B).

o m o e — e

OO C ot LIAmcE Scr:pts . S * Publish Production
Scripts » noyb.eu
a 5
Instructions Test Scripts Production Scripts. History
=] -
] 2 2 . "
= Cookies Script Implementation Published Date
=] 2 - - - o
i The script tags below need to be placed as the first element in the <head> of your website. x
[y Published By

Production CDN

Published Version

ge load speed. Published changes will take up to 4 hours to

ad> section of your site. Copy Saipt=

A e Published Status
Use Domain Specific URL
Ut = spc e o s oo, 7o ¢ tochange your ® oRaFT
Enables the use of a script URL that is specific to this domain. You will need to change you
script tag if enabling this toggle.
: = ; . Configuration
<1 OneTrust Cookies Consent Notice start for noyb.eu = :

Content

charset="UTF-8" data-domain-script=" ~<fscript=
<script type="text/javascript*>
function Optanonwrapperi) { }

n <script sre="hitps://cdn.cookielaw.org/scripttemplates/otSDKStub.js” data-document-language="true" type="textjavascript"

<iscript>
<1 OneTrust Cookies Consent Notice end for noyb.eu —

Download

Finally you can revisit wecomply.noyb.eu, log in with your case number and password to report full
compliance with all elements of the draft complaint.



https://wecomply.noyb.eu/



